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Recent Sanctions Developments




Overview of Russian Sanctions



Russia’s Invasion of Ukraine
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Coordinated Action in Response to
Russia’s Invasion of Ukraine

e Western countries launched ‘united and decisive’
response to Russia’s ‘unprovoked and unjustified
attack’ on Ukraine

e Coordinated economic sanctions on Russian
banks, State-owned enterprises, Russian elites,
and others

* Measures are intended to constrain Russia’s
ability to raise capital and to ‘impose immediate
costs and disrupt and degrade future economic
activity, isolate Russia from international finance
and commerce, and degrade the Kremlin’s future
ability to project power’
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Specific Sanctions Programs Enacted
by Western Governments

e Territorial Sanctions

* List-Based / Asset Freeze Sanctions

e Correspondent Account and Payable Through Account Sanctions
* Sectoral Sanctions / Lending Restrictions
* Russian Sovereign Debt Sanctions

* SWIFT Sanctions

e Russian Central Bank Sanctions

* Energy / Qil Price Cap

e Transport, Aviation, and Space

* Export Controls / Trade Controls

* Import Restrictions

* New Investment Restrictions

e State Support and Public Contracts
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Jurisdictional Considerations



Jurisdictional Considerations

UK FAQs

* Are UK entities’
subsidiaries located
outside the UK expected
to comply with UK
sanctions?

* UK financial sanctions
apply to all persons within
the territory and
territorial sea of the UK,
and to all UK persons
wherever they are in the
world. UK persons will
include legal persons
established under UK law,
including their branches.

EU FAQs

 Where does Council
Regulation 833/2014

apply?

e EU Council Regulation
833/2014 applies within
the territory of the EU; to
any national of an EU
member state wherever
located; to any legal
person, entity, or body
incorporated or
constituted under the law
of an EU member state, or
to any legal person, entity,
or body in respect of any
business done in whole or
in part within the EU

US FAQs

* What persons or entities
are obligated to comply
with OFAC’s sanctions
regulations?

e The US Russian Harmful
Foreign Activities Sanctions
apply to ‘US Persons.” US
Persons are defined as ‘any
United States citizen, lawful
permanent resident, entity
organized under the laws of
the United States or any
jurisdiction within the
United States (including
foreign branches), or any
person in the United States.
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Non-US Persons are Prohibited from
Causing US Sanctions Violations

Executive Order 14024 of April 15, 2021

Blocking Property With Respect To Specified Harmful For-
eign Activities of the Government of the Russian Federation

Sec. 4. (a) Any transaction that evades or avoids, has the purpose of evading
or avoiding, causes a violation of, or attempts to violate any of the prohibi-
tions set forth in this order is prohibited.
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US Secondary Sanctions Triggers

‘Significant transactions’ with Russian SDNs and SSI parties
(and their close relatives). Includes deceptive or structured CAATSA Sec. 228 Designation on SDN List OFAC
transactions

‘Significant transactions’ by financial institutions involving

. L CAATSA Sec. 226 Menu-based sanctions measures OFAC
Russian defense- and energy-related activities
‘Significant’ investment in special Russian crude oil project CAATSA Sec. 225 Menu-based sanctions measures State
Inygstments that directly and 5|gn|'f|ca‘ntly enhance Russia’s CAATSA Sec. 232 Menu-based sanctions measures State
ability to construct energy export pipeline projects
Sale, lease, or provision of goods or services with a fair
market value of $1,000,000 or more or with a 12-month
aggregate fa|r. mf"fket value .O.f SS'OOO'OOQ or more, that CAATSA Sec. 232 | Menu-based sanctions measures State
directly and significantly facilitate the maintenance or
expansion of the construction, modernization, or repair of
Russian energy export pipelines
Significant’ transaction with defense or intelligence sectors CAATSA Sec. 231 Menu-based sanctions measures e

of Russian government (State Department list)

Investment of US S10M or more in privatization of state-
owned assets by Russia that unjustly benefits Russian CAATSA Sec. 233 Menu-based sanctions measures OFAC
officials or their families

Materially assisting or providing support or goods or Executive Order

Desi i DN Li FA
services to Russian SDNs (various) esignation on 5 Ist Ol
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Facilitation and Circumvention



Facilitation and Circumvention

The UK, EU and US sanctions differ when it comes to
facilitation and circumvention:

* UK Circumvention and Facilitation: The UK sanctions
prohibit UK operators from ‘intentionally participat[ing]
in activities knowing that the object or effect of them is
(whether directly or indirectly):’ (a) to circumvent any
prohibitions in the UK sanctions; or (b) to enable or
facilitate the contravention of any such prohibition.

* EU Circumvention and Facilitation: The EU sanctions
prohibit EU operators from ‘knowingly and
intentionally’ participating ‘in activities the object or
effect of which is to circumvent prohibitions’ in the
Russian sanctions.

* US Facilitation: The US sanctions prohibit US persons \

from assisting, financing, approving, or otherwise

supporting activities of a non-US person that would be
Some countries (e.g. China, India, Turkey) have not implemented sanctions against Russia.

prohibited if completed by a US person.

* Given the circumvention and facilitation provisions in the UK, EU, and US sanctions, some transactions
involving these countries can present issues for UK, EU, and US persons.
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The ‘Eurasian Roundabout’

A February 2023 European Bank for Reconstruction and
Development working paper found: | gt - o

* UK and EU export volumes to Russia from the UK/EU are
down by half between March 2022 and February 2023.
* But export volumes to bordering Armenia, Kazakhstan,
Kyrgyzstan—all of whom are in a customs union with
Russia—are proportionately up 15-90% between March
2022 and February 2023.
* And these trends are amplified for goods explicitly
subject to sanctions:
- Exports of such goods to Russia are down 80%
steeper than general trend.
- Exports of such goods to Armenia, Kazakhstan, and
Kyrgyszstan are up 30% steeper than general trend.

Russia also continues to obtain goods and products directly from other countries (e.g. China, India, Turkey)
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https://www.ebrd.com/sites/Satellite?c=Content&cid=1395311762832&d=&pagename=EBRD%2FContent%2FDownloadDocument
https://www.ebrd.com/sites/Satellite?c=Content&cid=1395311762832&d=&pagename=EBRD%2FContent%2FDownloadDocument

Sanctions Enforcement



Civil and Criminal Penalties

Civil Violations

e UK: Fines up to the greater of £1,000,000 or 50% of the
value of the funds or resources

e EU: Fines (up to €5,000,000) vary by Member State

e US: Fines up to $250,000 per violation or twice the value
of the impermissible transaction (imposed on a strict
liability basis)

Criminal Violations

e UK: Unlimited fines; prison sentences of up to 7 years

e EU: Fines (€1200 to €5,000,000) and prison
sentences (2 to 12 years) vary by Member State

e US: Fines up to $1,000,000 per violation; prison
sentences of up to 20 years
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0684
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0684
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0684

ZTE/Huawei Enforcement Actions

LTE

ZTE Corporation Agrees to Plead Guilty and Pay Over $430.4
Million for Violating U.8. Sanctions by Sending U.5.-Origin
Items to Iran

Combined Penalty of $1.19 Billion with Department of Commerce and
Department of Treasury Actions Shows All of Government Approach to
Sanctions Enforcement

Treasury Department Reaches S100
Million Settlement With Zhongxing
Telecommunications Equipment
Corporation

Secretary Ross Announces $1.19
Billion Penalty for Chinese Company
ZTE
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HUAWEI

Chinese Telecommunications Conglomerate Huawei and Huawei
CFO Wanzhou Meng Charged With Financial Fraud

Huawei Device USA Ine. and Huawei’s Iranian Subsidiary Skycom Also Named
Defendants

Other Charges Include Money Laundering, Conspiraey to Defraud the United
States, Obstruction of Justice and Sanctions Violations



US Enforcement Actions Directed at
Asian Companies

Sojitz (Hong Kong) Ltd. ~$5.2M penalty

Hong Kong
PT Bukit Muria Jaya ~$1.5M penalty N
Indonesia (DPA) Pl el
Yantai Jereh Oilfield Sgrwces Group Co., Ltd. ~2.8M penalty ~600K penalty
China
DES International Co. Ltd. ~80K fine
Taiwan (guilty plea)
Soltech Industry Co. Ltd. ~80K fine
Brunei (guilty plea)
Avnet Asia Pte. Ltd. ~1.5M penalty Sjs:zz]g:gi:y
Singapore (NPA) "F’JS 17M
Industrial Bank of Korea ~86M penalty
South Korea (DPA)
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US and European Enforcement Initiatives

United States
* Deputy AG: ‘Sanctions are the new FCPA'
* DOJ Projects and Reshuffling:
- KleptoCapture Task Force
- Russian Elites, Proxies, and Oligarchs Task Force (REPO)
- Chief Counsel for Corporate Enforcement, National
Security Division

United Kingdom
* Economic Crime (Transparency and Enforcement) Act
- Civil monetary penalties now available on a strict liability
basis for violations that occur after June 15, 2022
* Expanding headcount at OFSI
* Increased coordination with OFAC

European Union
* Sanctions currently enacted by European Commission but
enforced by member states
* Appointment of David O’Sullivan as EU Sanctions Envoy,
effective January 2023
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Litigation/Arbitration Considerations

* Western sanctions have created various commercial disputes related to
contractual performance and other issues

* Many of these disputes will be resolved through litigation and arbitration.

* Hong Kong will be a natural venue for these proceedings given its location
and status.
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Foreign Direct Investment
Developments




FDI Review Regimes



United States: CFIUS Overview

CFIUS always has jurisdiction over investments that grant ‘foreign persons’ ‘control’ over
‘US businesses’

* A ‘foreign person’ includes any entity over which a foreign national or entity can
exercise control (e.g. US-based investment funds controlled by foreign parties are
considered to be foreign)

e ‘Control’ is an amorphous standard left largely to CFIUS’s discretion (e.g. CFIUS may
find control when a foreign person holds more than a 10% voting stake, a board seat,
or event significant veto rights)

* A ‘US business’ can include any entity engaged in commerce in the US
In 2018, CFIUS’s powers were expanded through the so-called FIRRMA legislation.
* Parties are now required to make CFIUS filings for some transactions

e CFIUS has become increasingly active in enforcement
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Other Countries Have Adopted FDI Regimes

* In recent years, a number of
countries — including the
United States, Germany, France,
Australia, and Japan — have

implemented or strengthened
national security reviews of
foreign investment.

The National Security and Investment Act
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UK National Security and Investment Act

Trigger

Event

Notification

ISU
Screening

The parties
assess whether
a transaction
will give rise to
a trigger event.
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If so, the
acquirer assess
whether it is
required to make
a mandatory
notice to the ISU
or should make a
voluntary notice
to the ISU.

The ISU
completes an
initial review of
the trigger event
and either: (1)
clears the
trigger event; or
(2) calls-in the
trigger event.

If the ISUE calls-
in the
transaction, it
completes a
comprehensive
national security
assessment.

Following a call-in,
the ISU will: (1)
clear the trigger
event; (2) impose
mitigation
measures on the
trigger event; or
(3) block the
trigger event.



EU Framework for Screening Investments

TR
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SCREENING OF FOREIGN DIRECT
INVESTMENT - AN EU FRAMEWORK

Other Member States

* can request additional
information

s can provide comments

Member State where the

investment takes place Member State where the

Welcoming foreign direct investment while protecting » has to provide information on the investment takes place
essential interests investment upon request « has to take into account comments
doegec o ST  has to notify cases which undergo and opinions received
> Sy 0 & s o T national screening « has the final word on how to treat the
ER s 12wt w ot of B et e o ae schvons oM ol .
T L B T Ty b e s can request comments/opinions investment
European Commission
THE EU IS THE WORLD'S LEADING .
SOURCE AND DESTINATION ¢ can request additional
OF FOREIGN DIRECT INVESTMENT |nformat|on
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et hy B n b
# e lagw TN merge
Sor fwtem e Vogtes vy Sert ey

¢ can issue opinions (possibly
following comments from other
Member States)
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Usual length of procedure: 35 days
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National Security Reviews Have Become
Front Page News

1111621, 558 PM UK announces national securty probe of Nvidia's $54bn Am deal | Financial Times.

ARM Holdings PLC

UK announces national security probe of Nvidia’s $5+bn Arm deal

Phase 2 investigation into transaction ordered on public inferest grounds

Nvidia's chief exec
Images

Huang has said he has no intention of ‘thrortiing’ Arm's supply 10 any customer © AFP via Gerty

Kate Beioley and Jim Pickard in London 4 HOURS AGO

The British government has launched an in-depth investigation into Nvidia’s
takeover of the UK-based technology company Arm on national security grounds,
throwing another hurdle in the path of the $54bn deal.

Digital and culture secretary Nadine Dorries has ordered a phase 2 investigation
into the transaction on public interest grounds, meaning it will now be subject to a
full-blown probe into antitrust and security issues. The UK competition watchdog
uncovered “serious competition concerns” with the deal in July.

In a letter to the parties published on Tuesday, the government said: “The
secretary of state believes that the ubiquity of Arm technology makes the
accessibility and reliability of Arm IP necessary for national security.”

Army’s chip designs are used by almost all smartphone manufacturers.

The government said the National Cyber Security Centre had also identified “a
number of potential risks to national security” as a result of the deal.

In a statement, Dorries said Arm had a “unique place in the global technology
supply chain and we must make sure the implications of this transaction are fully
considered”.
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UK announces national security probe of Nvidia’s
$54bn Arm deal

The British government has launched an in-depth
investigation into Nvidia’s takeover of the UK-based
technology company Arm on national security grounds,
throwing another hurdle in the path of the $54bn deal.



National Security Reviews Have Become
Front Page News
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China Bought Italian Military-Drone Maker Without
Authorities’ Knowledge

Saleillustrates Europe’s weak rules on purchases of sensitive technology

China Bought Italian Military-Drone Maker
Without Authorities’ Knowledge

In 2018, a Chinese state-controlled company bought an
Italian manufacturer of military drones. Soon after, it

| i e began transferring the company’s know-how and

_— technology—which has been used by the Italian military

[n 2018, a Chinese state-controlled company bought an Italian manufacturer of military

. . .
drones. Soon after, it began transferring the company’s know-how and technology— ]_n Afghanlstan—to Chlna .

which had been used by the Italian military in Afghanistan—to China.

E maus Pas )
M e < >

Chinese President Xi Jinping at the Aviation University of the Air Force in Jilin, China, in 2020.

The Italian and European authorities had no knowledge of the move, revealing how
Beijing is skirting weak investment-screening in Europe to acquire sensitive technology.

The Italian and European authorities had no knowledge

Italian authorities are investigating the 2018 takeover of Alpi Aviation Srl by a Hong

. . g i . oo . . .
Kong-registered con_'upany that they s‘ay isa f_ront for Fhe Chinese state and was in the Of th e m OVC reve alln g h OW B el] ll’l g 1 S SklI'tln g We ak
process of transferring the company’s technical and intellectual property to a new )
mosgeton st s investment-screening in Europe to acquire sensitive
The takeover fits a pattern, analysts say, of Chinese state firms using ostensibly private
shell companies as fronts to snap up firms with specific technologies that they then shift te ChIlOlOgy.

to new facilities in China.
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Outbound Screening



Outbound Screening — a ‘Reverse CFIUS’?

COUNCILon Foreign Affairs CFR Education Newsletters e Q
FOREIGN
RELATIONS

War in Ukraine Taiwan  Topics~ Regions~  Explainers~  Research & Analysis~ Communities~  Events ~

from Renewing America

Outbound Investment
Screening Waits in the
Wings

The thousand-page CHIPS bill avoided a new screening procedure

for U.S. investments abroad, but it signals how industrial policy will

likely be used to discourage American companies from investing in
China. U.S. President Biden signs the CHIPS and Science Act of 2022, in
i Washington

Possible outbound investment screening rules in the US have taken many different forms as proposals have proliferated

e The US government would review investments US investors into selected overseas nations if the investee companies
are engaged in specified activities (e.g. Al, genetic engineering, etc.)

* Draft legislation related to outbound screening is still circulating

e The Biden Administration reportedly is considering an executive order that would implement a version of the same
screening regime

Various European countries are considering adopting outbound screening restrictions as well
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